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MPUMEHEHMWE BNOKYEMH-TEXHONOT WA B YNPABIEHUN UT-UHOPACTPYKTYPOU
A. B. TOMEHUEB

AHHOTaumA. B cTaTbe paccmaTpuBaeTca NpUMEHEHUE TEXHONOMMM B610KYelH B ynpasaeHun UT-uHdpacTpyKTy-
poWi ANA NOBbIWEHWA YPOBHA 6€30MaCHOCTU U YCTOMYMBOCTU MHPOPMALLMOHHBIX CUCTEM. AHANIU3MPYIOTCS OC-
HOBHble MPUHUMMbI 6/0KYeliHa, TakMe KaK AeueHTpann3auma, HeM3MeHAEMOCTb U KpunTorpaduyeckan 3a-
WMTa, M UX BKAAA B 3aLNUTY AAHHbIX U CHUXKEHUE PUCKOB HECAHKLIMOHMPOBAHHOIO AocTyna. NoayepkusaeTcs,
yto 610KYeiH, 061asan BbICOKOM CTEMEHbIO NPO3PAaYHOCTM M aBTOMATU3aUuKn 6aarogapa cMapT-KOHTPaKTaMm,
cnocobcteyeT apdekTMBHOMY ynpasieHuto UT-pecypcamu, YTO MUHUMU3UPYET PUCKU YENTOBEYECKMX OLLUMOOK.
B cTaTbe TaKXKe paccmaTpuBatoTCcA NPUMEpbl YCNEWwHOW UHTerpauumn 6aokuyenH-pewernnin B UT-uHbpacTpyk-
TYPY KPYNHbIX KOPNopawmii, YTo NO3BOMSET YAYYLWUTb ONEPaALMOHHYIO 3PdEeKTUBHOCTL M NOBLICUTL A0BEPUE
nonb3osatenei. MNpeacTaBiaeH CpaBHUTE/IbHLIM aHAIM3 PA3IMYHBIX NOAXOL0B U METOL0B BHeApeHUA 610K-
YyeiHa, UX NPenMMyLLecTBa U HeAOCTaTKU.

KnioueBble cnoBa: 610kueiiH; UT-nHopacTpykTypa; 6€30nacHOCTb; AeUeHTpaan3aums; CMapT-KOHTPAKTbI; aB-
TOMaTM3auMA; 3aLmMTa AaHHbIX.

BBEJEHUWE

B ycnoBusix crpeMuTesibHOro pa3BuTUs HHGopMaunoHHbIx TexHosoruit (UT) u pocra 06bemMoB
naHHbBIX ynpaienne UT-uHdpacTpykTypoii MpoeKTa CTaHOBHUTCS Bce 00Jiee CI0KHOM U ysI3BUMOU
3agaueil. TpaguunoHHble MeTo bl o0ecrieueHus 6e3onacHocTy U T-cuctem cTankuBaroTCs ¢ TAKUMU
npobiemMaMu, Kak Kubeparaky, yTeUKH TaHHBIX M HapyIIeHUE IeTOCTHOCTH HHpopMauu. B Takux
00CTOATENBCTBAX MOUCK 00JIee Ha/Ie)KHBIX PEIIeHUH JUIs 3aIUThI M yIIpaBJIeHUs JaHHBIMU pUoOpe-
TaeT 0co0yI0 aKkTyalbHOCTh. OJIHUM U3 NEPCIEKTUBHBIX MOJIXO/0B SIBIISIETCA UCIONIb30BaHUE OJIOK-
yeitH-TexHosoruii (bT).

briokueiin npenacrapiser co00i ASIEHTPATM30BAaHHYIO U PACTIPECTICHHYIO CUCTEMY y4eTa JaH-
HBIX, KOTOpasi 00ecreunBaeT HEM3MEHHOCTh, TPO3PAYHOCTh M 3aLUTY OT HECAHKIIMOHUPOBAHHOIO
nocryna. [leppoHauanbHO pa3paOOTaHHBIN AJi1 (PMHAHCOBBIX TpPaH3aKIUi, OJOKYEHH CEero/IHs TpH-
MEHSIETCS B PA3JIMYHBIX 00JaCTAX, TAKMX KaK JIOTMCTUKA, 3/[pABOOXPAaHEHHE U yIIpaBlieHHe U (po-
BbIMH akTHBaMH. McciieoBanust B 3Toi 001acTH NOATBEPKAAOT MOTEHIIM AT TEXHOJIOTUH JIJIsI TOBBI-
1eHus1 ypoBHs 6e3onacHocTu. Tak, B pabote B. A. OGyxoBa u coaBTopoB (2023) moguepkuBaercs
poJib OJ10K4YeiHa B IIM(POBOIM 0€30MMaCHOCTH JaHHBIX, OTMEUasl €ro CIOCOOHOCTD 3alIHUINaTh HHPOP-
MalMi0 B YCJIOBHSAX BO3pacTalolMX yrpo3 kubepatak M yrtedek [O0y23]. B wuccnenoBanun
M. C. Cautkamornosa u P. 3. Kapabaesa (2024) paccmaTpuBarOTCs BBI30BBI U MEPCIIEKTUBBI UCTIOb-
30BaHMsl OyoK4elHa B LU(POBOM SKOHOMHKE, aKLEHTHPYs BHHMaHME Ha aKTyallbHBIX pHCKax,
CBSI3aHHBIX C €r0 BHEJPEHUEM, TAaKUX KaK IPaBOBBIE U peryasiTopHble Oapbepsl [Can24).

HecmoTpss Ha 3HauMTeNbHOE BHHMAaHHE K JIaHHOM TeMe€ W MHOTIOOOEMIAoIINE pe3ybTaThl,
JOCTUTHYTBIE B 3THX UCCJIEI0BAHUSAX, BOIIPOC UCIIONIb30BaHUs OsiokdeiHa s ynpasieHuss UT-un-
(bpacTpyKTypol OCTaeTcsi HEIOCTaTOYHO M3y4YeHHBIM. Llenb maHHOW cTaThM — NMpOaHaIM3UPOBATh
Bo3MOXHOCTH npuMeHeHust bT B ynpasnenun UT-undpacTpyKTypoil MPOEKTOB C LIEIbIO MOBBIIIIE-
HUS ypoBHS Oe3omacHOCTU. B paboTe mcnosib3yroTcss METOIbl aHAIM3a M CUHTe3a JUIs 00001IeHus
CYILIECTBYIOIIMX JAHHBIX O OJIOKYEiiHe, a TaKKe CPAaBHUTEJIbHBIA METOJI JUIsSl BBIABICHUS MPEUMY-
IIECTB M HEJOCTATKOB Pa3IMYHBIX MOJX0A0B K ero uarerpauu B UT-undpactpykrypy. Paccmarpu-
BaeTCs, Kak OJOKUEHH MOXKET ClIOcOOCTBOBAThH PEIICHUIO TEKYIIUX MTpo0iieM B o0siactu nHdopmanu-
OHHOM 6€30MMacHOCTH, KaKHe MPEUMYILECTBA U TPYIHOCTHU CBSI3aHBI C €r0 BHEAPEHUEM, A TAKKe KaK
JaHHasl TEXHOJIOTHsI CHOCOOHa TpaHC(HOPMUPOBATH CYIIECTBYIOLIME MOJXOJbl K YIPaBIECHUIO
NT-pecypcamu.
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ONPEJEJIEHUE U IPUHLUIIBI TEXHOJIOI' MU BJIOKYEAH

brokuyeiitn mpencraBisier co0oil pacmpefeNieHHYI0 CHUCTEMY XpaHEHUsS JaHHBIX, B KOTOpOM
nH(pOpMAaIIUS COXPAHSETCSA B IIETIOYKE OJIOKOB, COSAMHEHHBIX APYT C IPYrOM C HCIOJIB30BaHUEM
kpunrorpadguieckux metooB [Kan23]. Kaxaprii 070K CONEPKUT YHUKATBHYIO BPEMEHHYIO METKY
Y CCBUIKY Ha MPEIbIAYIIHA OJIOK, 4TO 00ECTIeunBaeT HEMPEPHIBHOCTH H LIEJIOCTHOCTH BCEH IEMOYKH.
Cornacno uccinenoBanusiMm Precedence Research, o6bem peika BT B 2024 romy cocrabiser 26.91
MJIPJ] IOJUIAPOB, M B OJIFDKANIIIE TOJIbI ATOT MOKa3zarenb Oyaer pactu (puc. 1).
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Puc. 1 IlporHo3s pocrta peiaka bT, mupz nom.
Taxas nuHamuka o0ycnoBiieHa BOCTpeOOBaHHOCTHIO OJI0OKYEHHA B cepax, TpeOYIOmUX BHICOKOU

0€30MacHOCTH, PO3PAYHOCTH U HAJISKHOCTH, TAKUX KaK (PMHAHCOBBIC YCIIYTH, 3[paBOOXpPAHEHUE,
JIOTHCTUKA M IOCyJIapCTBEHHOE ynpaBieHne. OCHOBHbIE NPUHIUIBI OJ0KYelHa, obecneunBaronye

€ro YHUKaJIbHbIE XapaKTePUCTUKHU U 3(PPEKTUBHOCTD, IPEICTaBICHbI B Ta0M. 1.

Tabonuna 1
Hpunnunsl BT [Man24]
IIpunuun Onucanue [IpenmyuiectBa

Jlenenrpannzanys JlaHHBIE XpaHATCS HE Ha OJTHOM CepBepe, a pacipee- YcroiunBocTh K cO0SIM, MUHUMHU-
JICHBI MEX/y Y3J1aMHU CETH, YTO YCTPAHIET eAUHYIO 3a1us pUCKOB HECAHKIIMOHUPOBAH-
TOUYKY OTKa3a M CHIDKAeT PHUCK aTak HOT'O IOCTyTIa

Hewnsmensiemoctsb 3amnmcu B OJIoK4YelHEe HE MOTYT OBITh N3MEHEHBI HIIN [NoBbImenue noBepys K AaHHBIM,
yZIaseHsl mocie nodasneHns. CBI3aHHbIE MEXKTY CO- MIPEAOTBPALIEHNE MaHUITY SN
6011 6;10KK 00eCTIeYnBaIOT LEIIOCTHOCTh BCEH LIETIOYKN | M MOJIEIIOK

IIpo3paunocTh Bce Tpan3akiun JOCTYITHBI AJIS IPOBEPKHU YIaCTHH- IIpocToTa aynuTa, HOBBIIICHHOE
KaMU CeTH, KaXIbIH y3eJl XpaHUT IOJIHYI0 KOIHIO JIaH- | JOBEPHE U OTBETCTBEHHOCTH CPEIU
HBIX, YTO 00ECIIeUNBAET BHICOKYIO CTENIEHb IPO3PAYHO- | YYACTHUKOB
CTH

BbesonacHocTh Kaxxmas Tpan3akius u 670K 3alUIeHs! KpunTorpagu- | 3amuTa OT MOJAETKH U yTeYeK
YEeCKH, JOCTYH K HH(POPMAIMN BO3MOXKEH TOIBKO JIJIs JAHHBIX, OTPAHWYCHHUE JIOCTYTIa
ABTOPHM30BAaHHBIX MTOJIB30BATEICH TOJIBKO IS IPOBEPEHHBIX MOIB30-

Barenei

ABTOMaru3anys [To3BONSAIOT aBTOMATHUECKH BHIIIOJIHATH YCIOBUS CO- VYnpolieHue U yCKkopeHHe npolec-

(cMapT-KOHTPAKTHI) TJIaleHni 0e3 yJacTusl TOCPEAHNUKOB, YTO CHIDKAET COB, CHIDKEHHE PHCKA MOILICHHUYE-
PHCKH U 3aTpaThl Ha 00pabOTKy TpaH3aKINit CTBa

Koncencyc Bce u3meHeHns MOATBEPKAAI0TCS OOJBITHHCTBOM HanexxHocTs cuctemsl, 3aiura
YYaCTHHKOB CeTH. MeXaHU3Mbl KOHCEHCYCa, TAKHE KaK | OT MaHUITYJISIUH, MOBBILIEHHUE
Proof of Work (PoW) u Proof of Stake (PoS), rapantu- | ycrolunBocTH K KuOepaTakam
PYIOT IOJUTMHHOCTD JaHHBIX
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CHIKeHHe 3aBUCUMOCTU OT LIEHTPATM30BAHHBIX CTPYKTYP YIPaBJICHHUS M aBTOMATHU3alUs MPO-
LIECCOB MOCPEJICTBOM CMapT-KOHTPAKTOB CIIOCOOCTBYIOT ONTHUMHU3ALUU PECYPCOB U MOBBILICHUIO
YCTOMYMBOCTH K BHEIIHUM yrpo3aM [yn24]. Oxunaemsblii poct peiHka bT yka3piBaeT Ha 3HAUUTEIb-
HBIM MMOTEHLIMAT UX MPUMEHEHHS B Pa3IMUHBIX OTPACIsAX, I'7le 0OCOOCHHO Ba)KHBI HAJEKHOCTh, 0€3-
OMAaCHOCTb U LIEIOCTHOCTb JAHHBIX, YTO MOATBEPKIACT MEPCIEKTUBBI UX JaJIbHEHIIIeH HHTErpalun
B I100anbHY0 ITU(POBYIO IKOHOMUKY [Mak21].

APXUTEKTYPA U HHOPACTPYKTYPHBIE KOMIIOHEHTHI BJIOKYEMHA

broxyeiin npencTaBisier co0oil pacrpeneIeHHY0 CeTb, IJIe TaHHBIE XPaHITCS Ha MHOXECTBE
y3JI0B (HO/), KXIbIH U3 KOTOPBIX COAEPIKHT MOJHYIO KOIMHUIO BCEeH 1ernovku 0610koB [[ym21]. 3to
o0OecrieurBaeT JIELEHTPATU3alUI0, OTKa30yCTOWYMBOCTh M BBICOKHI ypOBEHb 0€30MacHOCTH.
B oTnnume oT TpaAMIIMOHHBIX IEHTPAM30BAHHBIX CHCTEM, YIIPABIISIEMBIX SIUHBIM CEPBEPOM, OJIOK-
YeH HCKIII0YaeT €AMHYI0 TOUKY OTKa3a, YTO MOBBIIMIAET YCTOMYMBOCTh K aTakaM M TEXHUYECKUM
cbosm (puc. 2).
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Puc. 2 Cxema apXUTEKTYphl OJIOKUEHHA C ITOJIHBIMH U JISTKUMH Y3JIaMH

VY371B1 B CETH BBIIOJIHSIOT Pa3InyHble (PYHKIMH: MOJTHBIE Y3JIbl COXPAHSIOT BCIO LIEMOYKY OJIOKOB
U TIPOBEPSIIOT TPAH3aKIIUHU, JIETKUE Y3JIbl UCIIOJIb3YIOT TOJBKO 3arojOBKH OJOKOB ISl COKPAILECHUS
oobema naHHbIX [FOau21]. Taxke cymecTByoT MaiiHeps! (MM BanuaaTopsl B cucremax ¢ Proof of
Stake), koTopsie 00pabaTHIBAIOT TPaH3AKIIMU U JO0ABISIOT HOBBIE OJIOKH, MOJACPKUBAST CTAOUITb-
HOCTb U HaJIE)KHOCTb BCEH CUCTEMBI.

CBs13p MeX1y y37aMH IMPOMCXOAUT Yepe3 NMPUHIoBYI0 ceTh (P2P), uro mo3Bosser nepenasarhb
JaHHbIe HaNpsMylo 0e3 eHTpaibHoro ynpasineHus [Uep23]. Takas cTpyKTypa UCKIIOYAET 3aBUCH-
MOCTh OT €IMHOTO CepBepa, 0OecrieurBasi yCTOMUYMBOCTh CETH K cO0sIM U aTakam (puc. 3).
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Puc. 3 Cxema apXuTEKTyphl Ha OCHOBE [IEHTPAIBHOTO CepBEPa U MTUPUHTOBOM CETH

B P2P-cetu xaxapiii y3es1 0JHOBPEMEHHO BHINOIHSAET QYHKIMHN U KIMEHTa, U CepBepa, UTo M03-
BOJISIET YYAaCTHUKAM IOJIEP)KUBATh CUHXPOHM3ALMIO TaHHBIX U TApAaHTHUPYET HEU3MEHHOCTD 3aIlh-
ceit B OnokyeitHe. Takast apXuTeKTypa pacrpeaesieT Harpy3Ky Ha BCE y3JIbl, IpeoTBpaIias nepe-



158 Pazden METOAbl U CUCTEMBbI 3ALLINTHI MHOOPMALIMN, UHOOPMALIMOHHAA BE3ONMACHOCTb

Ipy3Ky OT/AEIBHBIX CEPBEPOB U MOBBIIIAs O0IIyI0 Ipon3BoauTenbHOCTH [[lay20]. DTo nemaer 610k-
YelH yCTOMUYMBBIM K IEHTPAJIM30BaHHbBIM aTakaM, IOCKOJIbKY JUIl U3MEHEHUS JAHHBIX 3JI0yMBIIIIICH-
HUKY HE0OXOIMMO B3JIOMaTh OOJIBIIYIO YacTh Y3JI0B OJTHOBPEMEHHO, YTO MPAKTHYECKH HEBO3MOXKHO
B KPYITHBIX CUCTEMAaX.

bnokueitHpl MOTYT OBITH Ty OIMYHBIMH, YACTHBIMH WJIM TUOPUAHBIMH, B 3aBUCUMOCTH OT MOTPEO-
HOCTEH B OCTyIE K JaHHBIM M YPOBHE KOHQUIeHIMAaIbHOCTU. [1yOnuuHble OJ0KUEHHBI, TaKHe Kak
Bitcoin u Ethereum [Ant22], pa3paGoTaHbl Uisi KPUNTOBATIOTHBIX TPaH3AKIMA M MPEIOCTABIISIOT
HOJIHBIN TOCTYII BCEM I0JIb30BaTelsAM. JIr000ii Jkenarouil MoKeT yJyacTBOBaTh B CETH, IIPOBEPATh
TpaH3aKUMU U MalHUTH KPUIITOBAIIOTY, YTO OOECIIEUYMBAET BBICOKYIO CTENEHb MPO3PauyHOCTH.
Hanpotus, yactHble 610k4eiinbl, HaipuMep Hyperledger, npennaznadensl 11 KOpIOPaTUBHOTO UC-
MOJIb30BaHUSA, T/I€ BXXEH KOHTPOJIb Haj A0ocTynoM U mAaHHbIMU [Kop22]. ['uOpumubie 610K4eiHHBI
COYETAIOT XaPAKTEPUCTUKH OOOMX THUIIOB, YTO IO3BOJISIET I'MOKO HAcTpauBaTh IPO3PAYHOCTb
U yNpaBJ€HUE, IPEJOCTABIASA OTKPBITHII JOCTYI K ONPEACICHHBIM JaHHBIM IPU COXPaHEHUU KOH-
(bUICHIINATEHOCTH OCTAIBHBIX [ Xu22].

BbezonacHocTh OokyeiiHa o0ecrieunBaeTcs 3a CUeT MPUMEHEHUSI KPUNITOTPaQHUECKUX aIrOpUT-
MOB, TaKMX KaK XELIMpPOBaHUE U LHU(POBbIE MOAMUCH, KOTOPbIE 3alMIAIOT TPAH3aKLUHU U MIPeO0T-
BpAaIlalOT HECAHKITMOHUPOBaHHBIN noctyn [Lei24]. Hanmpuwmep, anmroputm SHA-256 B cetn Bitcoin
CO3/1aeT YHHMKAJIBHBIA Xell JUIsl KaKJOoro 0JI0Ka, YTO JAEJaeT ero MpakTUYeCKU HEBO3MOXHBIM JUIS
noaaenku (puc. 4).
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Puc. 4 Cxema pabots! anropurma SHA-256

Xemn npencTaBisieT co00i yHUKaNbHBIN Kpuntorpaguueckuii uaeHTuduKaTop 06J10Ka, KOTOPHIH
¢buKkcupyer AaHHbIE TpaH3aKIMM B HeumzMeHsiemMoM Buje [Tra2l)]. Jlroboe, naxe HE3HAUUTEIBHOE,
M3MEHEHUE JaHHBIX B OJIOKE MPUBEET K FeHEpallii COBEPILIEHHO HOBOT'O X€IlIa, YTO CITYKHUT HaJeXK-
HBIM UH/IMKaTOPOM HONBITKA MOJU(HKAIIUN 1 00€CIIEUNBACT 3aLIUTY LETOCTHOCTH Beell OJ0KUeHH-
LEMOYKH.

Apxutektypa 60KueiiHa oOecrieunBaeT HaJeKHOCTh, YCTOHUYMBOCTh U BBICOKHM ypOBEeHb Oe€3-
OTIACHOCTH, JieJlasi €ro MPUMEHUMBIM pelieHrneM A coBpeMeHHbix U T-undpactpykryp. bnaromaps
JELIEHTPAIN30BaHHON CTPYKTYpE U KPUNTOTpapUUeCKUM METo1aM OH 3P PEKTUBHO 3alMIIAET JaH-
HBIE OT HECAHKITMOHHUPOBAHHOTO JIOCTYTIA U MOJJEIIKH, YTO 0OCOOEHHO BaXKHO JUTsl 3 (PeKTUBHOTO pa3-
Butus ousneca [ Tpu20].

ITPUMEPHI YCIIEIITHOT'O UCITOJIb30BAHUS BJIOKYEWHA B UT-WUH®PACTPYKTYPE

MHorue KpyIHble MEKIyHapoAHble KoMnanuu BHeApunu bT g ontumusanuu csoer UT-uH-
(bpacTpyKTyphl, yIydllIeHUs] Tpo3padHoCcTH U 6e3omnacHoctu. Hampumep, B CILIA ¢unancoBast kop-
nopatus JP Morgan npumensier miatgpopmy Onyx [bay20]. CormacHo oTyeraM KOMITaHUH,
B 2023 romy uepe3 Hee exeAHEBHO 00padbaThIBAIOCh 10 2 MIIP I0JUIAPOB TPAH3aKITH, UTO CIIOCO0-
CTBOBAJIO TOBBILIICHUIO ONEPALMOHHON 3((EeKTUBHOCTH M CHWXKEHMIO 3arpar. OOmas uuctas
BbIpyuka JP Morgan cocrtaBuna 158.104 mun mosmmapoB B 2023 roay, 4TO 3HAYMTENIBHO BBIIIE
1o cpaBHeHuIo ¢ 121.649 muH B 2021 rogy u 128.695 mun B 2022 rony.

KitoueBbiM npoaykrom miardopmsl Onyx siBasiercss JPM Coin — nudposast BantoTa, KoTopas
II03BOJISIET MTHOBEHHO ITPOBOJUTH PACUEThl MEXKAY KIMEHTAMH, CHI)KAsl 3aBUCUMOCTB OT IIOCPEIHHU-
koB [Kor24]. ITomumo 3toro, Onyx pazpadoTaia 6mok4eitH-ceTh Link nms onTuMusaum TpaHcrpa-
HUYHBIX TUIATeXel M yiyurieHuss oOMeHa nHpopmanuei Mexxay 0aHkaMu. DTH TEXHOJIOTHYECKUE
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VHHOBALlUM IIOJYEPKUBAIOT IpuUBEpkKEHHOCTh JP Morgan mHTErpanuu nepenoBbIX TEXHOJIOTHH
B (DMHAHCOBYIO DKOCHCTEMY, YTO 3aKpEIUISET €€ MO3ULMU B KauyecTBe JInJepa OJIOKYEHH-pelIeH I
B 0AaHKOBCKO OTpaciu.

AMepuKkaHCKas KOMITaHHs 110 yrpaBieHuto aktuBamu Franklin Templeton aktuBHO BHenpsiet bT.
B pamkax 3To#i cTpaterun kommanus 3anyctuia Franklin OnChain U. S. Government Money Fund
(FOBXX), crapmmii mepBbiM B CIIIA 3apeructpupoBaHHbIM (HOHIOM, PYHKITMOHUPYIOIIUM Ha ITy0-
nnuHbIx Onokueitnax Polygon m Stellar. Homu ¢donna mpeacraBnensl B Buge BENJI-TokeHOB,
YTO MO3BOJIET MIPOBOAUTD OINEPALMU HAMIPSAMYIO MEXKIY YYaCTHUKaMH 0e3 MOCPEeIHUKOB, MTOBBIIIAS
IIPO3PAayHOCTh U CHMKas ONEPALMOHHBIE 3aTPAaThl M PUCKU, CBA3AHHBIE C YIIPABICHHUEM aKTHU-
Bamu [Bau2l].

B 2024 rony kommnanus nony4duia ogoopenre Komuccuu mo Han3opy 3a GUHAHCOBBIM CEKTOPOM
JlrokcemOypra (CSSF) na 3amyck nepBoro B EBpone nmoigHocthio TokeHU3upoBanHoro ¢onmaa UCITS
Ha 00IIeI0CTYTHOM OJIOKYeliHe. DTO HOBAaTOPCKOE pelIeHHE OTKPHIBAET HOBBIE BO3MOXKHOCTH JJIS
MHBECTOPOB, IMO3BOJISIS OJIB30BATHCS IPO3PAYHOCTHIO U Oe3omacHocThi0 BT, a Takxke cHI»kaTh pac-
XOJIbl HA aJIMUHUCTPUPOBAHHE 3a CUET aBTOMATU3aLlMHU IPOLIECCOB.

B Poccuu Coepbank akTUBHO BHEAPSET OJIOKYEHH B (PHHAHCOBBIE YCIIYTH, 0OecIIedrBas mpo3pad-
HOCTB CJICJIOK M 0€30MacHOCTh OIepalyii yepe3 miat(opMy Ui BEITyCKa TOKEHH3UPOBAHHBIX aKTH-
BOB [Bbyn21]. DTOT mpoeKkT mo3BoJseT KOMIAHUSAM U YACTHBIM JIUI[AM MIPOBOJUTH CACIKH C UpPO-
BBIMHM aKTMBaMU B 3aIMILIEHHON Cpe/ie, YTO 3HAUUTEIbHO CHUKAET PUCKU MOIlIEHHHYecTBa. B pam-
Kax cBoel cTparerun uudposuzanuu Coepdank Taxxe co3nan «Jlaboparopuro 61ok4elin», KoTopas
3aHUMAETCsl MCCIICAOBAaHMEM M pa3pabOTKOH HOBBIX pemieHnid Ha ocHoBe BT st ¢urancoBoro
CEeKTOopa.

OTU NpUMEPHl WLTIOCTPUPYIOT pacTyimuii uatepec K BT u 1eMOHCTPUPYIOT UX 3HAYUTEIIbHBIN
MOTEHLIMAN JIJIS pa3IMYHBIX OTPACIEH, T/Ie HEOOXOAMMBI OE30MMACHOCTh U YIPABISEMOCTh JaHHbBIX.

OCOBEHHOCTH UCITOJIB30BAHUS BJIOKYEMHA
B YIIPABJUEHUU UT-UHOPACTPYKTYPOMI

B nocneanue roapl 6J0KYEHH CTall MOMYJISPHONW TEXHOJOTHEN M HAIIe IIUPOKOEe MPUMEHEHHE
B ynpasienun UT-undpactpykTypoli, npeanaras pazHooOpa3Hble BO3MOXKHOCTH JJIsi MTOBBIIICHUS
0€30MacHOCTH, MPO3PAYHOCTU TMPOIECCOB U ycToMuMBOCTH cucteM [Man24]. OnHako BHEIApEHHE
Y MHTErpanus 3TON CI0KHON TEXHOJOIHU CONPSKEHBI C PSIIOM MPOOJIeM U TPYAHOCTEH, KOTOpbIe
TpeOYIOT TIIATETFHOTO aHAIN3a U TPOPAOOTKH IS UX 2P(HEKTUBHOTO PEIICHUS.

OnHUM U3 KITIOYEBBIX OAPHEPOB SIBIISIETCS BBICOKAS] CTOMMOCTh BHeIPEHMs, TaK Kak OJOKueilH
TpeOyeT 3HAYUTENbHBIX (PMHAHCOBBIX M TeXHHUYeCKuX pecypcos [Hab22]. Kpome Toro, mis ycnem-
HOTO BHEJIPEHUS 4acTo TpeOyeTcsi MoJIepHU3aLus 000py/1I0BaHUS U HACTPOIKa ceTeBoi MH(pacTpyk-
TypBl, 4TO emle Oojbllle YBEIMUUBACT H3JepKku. KoMmaHuu, ocoOEHHO KpyIHbIE OpraHU3aliH,
JIOJKHBI THIATENIbHO OILIEHUBATh PEHTA0EIbHOCTh MHBECTULINI B OJIOKYEHH, IPOBO/ISI MTUJIOTHBIE MIPO-
€KThI JUIsl MUHUMH3AlMA BO3MOXKHBIX PUCKOB M ONITUMU3ALIMU 3aTPaT Ha HadalbHOM dTane [Bac24].

HekoTopsie 6iokueitH-mnaTdopMbl, 0COOEHHO IMyOIMYHbIE, CTAIKUBAIOTCS C MPodaeMaMH Mac-
ITAOMPYEMOCTH, YTO OTPAHUYMBAET UX MPOU3BOIUTEIHLHOCTh MPU 00paboTKe OONBIIOro oObemMa
naHHbIX [Kri22]. B Takux ciydasix MOYKHO UCIIOJIb30BaTh YaCTHBIE UITU MOTYIIPUBATHBIE MJIATQOPMBI
U BBIOMpaTh alrOpUTMbI KOHCeHcyca, Takue Kak Proof of Stake, koropsle obecneunBaror Goisee
BBICOKYIO CKOPOCTh TPaH3aKIUil.

PeryasitopHble M mpaBoBble 0apbepbl CO3/AIOT JONOJHUTEIBHYI HEONPEAEIEHHOCTD IS
OopraHmsanuii, ocoOeHHO B BOIpOcax KOH(MUICHIMAIbHOCTH JAaHHBIX. JlJIg yCTpaHEHUs 53THUX
pobJIeM peKOMEHIyeTCsl y4acTBOBATh B MHUILIMATHUBAX 110 CTaHApTU3AMK OJIOKYEHHA U COTPYTHU-
4aTh C PETYJIATOpaMU JUIsl CO3/IaHUs MPO3pauHbIX MMPAaBOBBIX PAMOK, KOTOpbIE oOecredar coduoe-
HUE HOPM KOH(pUICHIIMANBHOCTHU U Iopuandeckux TpedoBanuii [Cup24].
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JleneHTpanu3oBaHHas MpUpoia OJIOKYEHHA TaKKe YCJI0XKHSIeT yIpaBjieHue KOHGuUrypauuei
1 00HOBJICHUSIMH IIPOTPAaMMHOI0 o0ecnedeHus. B 3Tom ciydae aBTomaru3anust HEKOTOPBIX MPO-
LIECCOB C MOMOIBIO CMAapPT-KOHTPAKTOB U BEACHHUE JETAJIbHON JOKYMEHTAllMU ITOMOTal0T CHU3UTH
PHUCKH OITMOOK IIPH HAacTpoiike u oOHoBIeHnu [Han23].

D¢ dextuBHoE BHenpenue Onokyerina B UT-unppactpykrypy TpeOyeT KOMILIEKCHOTO MOAX0aa
U CTPATErMYeCKOro MIAHUPOBAHUS C YYETOM TEXHUUECKHUX, OPraHU3alMOHHBIX, IIPABOBBIX U HKOHO-
MHUYECKUX acHeKTOB. [ ycnemHoW peanu3anuy MPOEKTOB HEOOXOIMMO aJanTHpOBaTh WHEpPa-
CTPYKTYpYy U MPOBOJUTH O0yUYEHUE COTPYAHHUKOB, a TaKKe HAJIAUTh B3aUMOJACHCTBHE C PETYIUPY-
omKUMH opranamu 1 naptaepamu [["ap20]. Taxoit moaxo/1 MO3BOJIUT MUHUMU3UPOBATH MMOTEHIIAAIb-
HBIE PUCKU U 3aTpaThl, MAKCUMAJIbHO UCIIOJB3Ys Npeumyinectsa bT.

IIEPCHEKTUBBI IPUMEHEHUS BJIOKYEWNHA
B UT-UH®PACTPYKTYPE

Pa3Butne MckyccrBeHHOro MHrTe/uiekTa (M) ¥ HOBBIX TEXHOJOTMM, TaKUX KaK HHTEPHET
Benieil (IoT), cymecTBeHHO BiIMsSeT Ha BOBMOXKHOCTH OnoKk4eiHa u pacmmupsieT ux [Kha23]. [denen-
TpaJTM30BaHHAS U TPO3PAaYHAst ApXUTEKTypa 00eCIIeUnBaEeT BEICOKUH YPOBEHb O€30MIaCHOCTH IIPH pa-
00Te ¢ KpyMHBIMH IIPOEKTAMU M CIOXHBIMH JaHHBIMHU, 4TO 0coOeHHO BaxkHO Juii M. Hanpumep,
anroputMbl MU TpeOyroT 3HaUNTENbHBIX 00bEMOB JAHHBIX U1 00Y4YEHHUs, UYTO OJUEPKUBAET HEOO-
XOAMMOCTb MOBBIIIEHHOIO BHUMaHUA K KubepoesonacHocty [Max236]. biokyeiin no3sossier 6e3-
OIIaCHO U MPO3PAaYHO YIIPABJIATH 3TUMHU IaHHBIMU, TAPAHTUPYS X LIETOCTHOCTD U 3aLUTY OT HECAHK-
LIMOHMPOBAHHOrO nocTymna. Kpome Toro, pacnpeneiacHHOe XpaHEHNUE IaHHBIX CHUYKAET PUCKH, CBS-
3aHHBIE C €AMHUYHBIMU TOYKAMU OTKA3a, YTO BayKHO JJIs1 TAKMX CUCTEM, KaK aBTOHOMHbBIE TPaHCIIOPT-
HBIE CPENICTBA U MENULIMHCKHE YCTPOMCTBA.

Wurerpanus Onokueiina ¢ loT Taxke oTkpbiBaeT HOBbIE BO3MOXHOCTU. CoBpemeHHbIe [0T-
YCTPOMCTBAa F€HEPUPYIOT OIPOMHBIE 0OBEMbl JaHHBIX, KOTOPbIE TPEOYIOT 3aIUThl U OE€3011aCHOI0
ucnoibp3oBanus [Max23a]. biiok4yeliH MOKeT IPUMEHSThCS [T Ay TeHTU(DUKAIIMH YCTPOMCTB U Ik ]-
pOBaHUS JAaHHBIX, oOecrieurBas WX 0€30IacHOCTh Ha Bcex 3Tamax oOpaboTku. B ymHBIX ropomax
OJIOKYEHH MOJKET CIY>KUTh OCHOBOM JIJIsl YIIPABJIEHUSI TAKUMH CUCTEMaMH, KaK dHEpreTHKa, TpaHC-
IIOPT ¥ pacupeielieHue APYTUX PECypCOB.

Takum 00pa3om, TEepCHEeKTUBBI UCTONIb30BaHusl OnmokueitHa B UT-undpactpykrype Oymyiiero
BBINISIAT MHOrooOemaromumu. B coueranuu ¢ UM u IoT oH ciocoGeH cTaTh 4acTbhiO HOBBIX TEXHO-
JIOTUYECKHUX IKOCUCTEM, 0OecTieunBasi HE0OX0AUMYIO IPO3PAaYHOCTh, O€30MACHOCTD U aJJAITUBHOCTD
JUISL CO3JIaHMsI YCTOMUMBBIX M BHICOKOIPOU3BOIUTEIBHBIX IU(PPOBBIX PEILICHHH.

3AKJIOUYEHUE

[Tpumenenue Giokdelina B ynpasineHun UT-uHppacTpyKTypoil JeMOHCTpUPYET €ro 3HauuTelNb-
HBIH IOTEHIIMANT JIs MOBBIIIEHUS 0€30IaCHOCTH M YCTOMUMBOCTH MH(MOPMAITMOHHBIX CUCTEM. bi1ok-
4eifH Oiaronapsi CBOMM KIIIOUEBBIM XapaKTEPUCTUKAM — ACLIEHTpaIn3alii, TPO3payHOCTH, HEU3Me-
HSI€MOCTH JIaHHBIX M KpUNTOrpaduuecKoil 3amuTe — mo3BosieT 3(pPEeKTUBHO CIIPaBIIATHCS C COBpE-
MEHHBIMU BbI30BaMH B 00jacTu KHMOepOe30nacHOCTH, CHUXKAasl PUCKH, CBSI3aHHBIE C aTaKaMH, yTed-
KaMH JaHHBIX M HapyIHICHUSMH LEeJIOCTHOCTH. [IpruMeHeHne cMapT-KOHTPAKTOB B OJIOKYEHH-CETAX
CHOCOOCTBYET aBTOMATU3ALIUK MPOLECCOB U CHUKEHHUIO BEPOSITHOCTU YEJIOBEUECKUX OLIMOOK, YTO
JOMIOJTHUTEIBHO YKPEIUISeT 3alIUTy JaHHBIX U ynpoiiaet ynpasienue UT-undpactpykrypoii B pas-
JUYHBIX OTPACISIX, OT (PMHAHCOBOIO CEKTOPa J0 3/IPaBOOXPAHEHUS U JIOTUCTHKHU.

Ha ¢one pocra o6beMa JaHHBIX M paclpoCTpaHeHus: TexHonorui, takux kak MU u IoT, Gnok-
YeiH OTKPBIBAET HOBBIE BO3MOKHOCTH JJIsl CO3/1aHus Oojiee YyCTOMUMBBIX, aJalTUBHBIX U TpO3pad-
HBIX CCTEM. DTO M03BOJIIET ONITUMHU3UPOBATH 00PAOOTKY JaHHBIX, a TAK)KE MOBBICUTH 0€30MaCHOCTh
CIIO)KHBIX MH(PACTPYKTYp, TAaKUX KaK TPAHCIIOPTHHIE CETH, MEAUIIMHCKHE YCTPONCTBA U YMHbIE
ropojackue cucreMmbl. Takum o00pa3oM, MEpPCHeKTUBBI NPUMEHEHHs OJIOKYelHa B YIpaBICHUU
UT-undpactpykTypoil HpeacTaBiSIOTCS BECbMa MHOTOOOEHIAIOIIMMH U MOTYT CIOCOOCTBOBAaTh
CO3JIaHMIO OO0JIee 3aLUIEHHBIX U (PYHKIIMOHAIBHBIX IU(PPOBBIX IKOCUCTEM B OJIKalIIEeM Oy IyIeM.
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