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Blockchain-Powered Agri-Security for Corn Supply Management 

KA JA L  JA I N  •  SA N JEE V RA N A  

Abstract. Due to the ever-growing safety and contamination concern regarding products like wheat, rice, and maize in their 
respective government supply chains, traceability in their chain is highly demanded. The original traceability process 
for such products from government financial aid to raw material to final consumer is insecure, complex and costly. 
The existing food supply chain methodology lacks scalability and efficiency in the case of agricultural products. Apart from 
this, the consumers also don't have the resources or tools used in assessing the quality of such products for detecting flaws 
or contamination and making a decision whether the product is safe for consumption or not. Blockchain technology 
provides a revolutionary solution in upgrading traceability and security for the governmental as well as non-governmental 
agricultural supply chain. This paper proposes a framework that uses smart contracts to track and monitor all interactions 
and transactions within the government corn agricultural ecosystem. This model ensures the implementation 
of information relating to the product's real-time availability due to better decision-making in the supply chain. Each 
transaction will be recorded and stored in the public ledger of the blockchain, ensuring full transparency in its operations. 
The Blockchain-enabled Secure and Immutable Grain Chain model (BSIGC) framework for e-government supply chain will 
allow for the immutable, efficient and secure monitoring of corn agricultural goods for safety and quality. A performance 
analysis shows that this framework performs well on cost efficiency, security, scalability and low computational overhead 
as compared with conventional ones.  

Keywords: blockchain, Ethereum, E-government services, food security and traceability, smart contract, consensus 
algorithm, supply chain.  

 

INTRODUCTION  

Public safety in agriculture can be safeguarded by overseeing agricultural production and ensuring 

the effectiveness and security of supply chain logistics [Bos13]. Concerns about food quality 

and the potential for contamination have sparked renewed interest in improving the security 

and traceability of agricultural supply chains [Coo97]. Additionally, authentic tracking and national 

certifications are essential for agricultural products traded internationally. Ensuring traceability 

requires the specific identification of sources and the exchange of data across the supply chain 

for collecting, sharing, and managing critical information. Managing the complexity of the data 

produced, packaged, and handled by multiple intermediaries is a significant challenge 

in the agricultural and food supply chain [Sal19]. Incidents of food contamination and the subsequent 

impact on public health underscore the importance of traceability as a key policy tool for monitoring 

and safeguarding food safety. To improve the traceability of food supply chains in agriculture, it has 

been suggested that advanced data collection methods like barcodes and RFID technology should be 

implemented [Bha21]. However, current traceability systems in agricultural supply chains often 

operate with centralized data management, which makes them vulnerable to data manipulation 

and management errors [Lat22]. In cases where contamination occurs, rapid removal of the affected 

products from the supply chain requires tight coordination between various stakeholders [Men17]. 

While certain stages of the supply chain may be traceable, sharing data across all phases is often 

a slow and complex process. As a result, many researchers have explored alternative approaches 

to ensure that the traceability of resources is both efficient and secure [Cas19]. One such approach 

involves blockchain technology, a decentralized ledger that prevents unauthorized alterations. 

Blockchain consists of blocks that record transactions, and each block contains unique hash, stored 

data, and the hash of the previous block (except for the initial block, called the genesis block) [Tha17]. 
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The hash acts as a digital signature for each block, and any changes to the block would alter its hash, 

ensuring the integrity of the data. The linkage between blocks through hashes makes the system 

highly secure. In this context, Ethereum blockchain will be the focus, as it can function in both public 

and private capacities, unlike other types of blockchain, which are primarily public [Wes19]. 

The execution of smart contracts on Ethereum is governed by “gas,” a token used to compensate 

miners for validating transactions. Every transaction and smart contract require sufficient gas to be 

processed; otherwise, they may fail to execute. To maintain the security of a blockchain, blocks must 

reach a consensus [Toy20], preventing unauthorized modifications. Among the various consensus 

algorithms, this work will focus on Proof of Authority [Fah23]. Blockchain's increasing relevance 

is largely due to its ability to establish trust among stakeholders through transparent and immutable 

transactions in the supply chain. As a trustworthy, secure, traceable, and tamper-resistant technology, 

blockchain has significant potential for managing government agricultural and food supply chains, 

which involve a complex network of entities, including farmers, industries, processors, consumers 

and other stakeholders [Che21]. 

LITERATURE REVIEW 

This study aims at developing a technological framework that shall be effective across 

government sector and accessible along the food supply chain to facilitate continuity and consistency. 

Other studies also present frameworks of agricultural supply chains that point out the use of ICT to 

support farmers' decision capabilities by providing critical information. The relative amount of 

information available to the users, especially farmers involved in other types of farming activities, is 

larger than for non-users. Systems leverage the increased usage of personal computers and reduced 

costs of digital communication tools. Other technologies include RFID and blockchain, whose 

integration with others increases traceability and adds trustability to the agri-food supply chain. It 

collects and shares actual-time information about agricultural products so that food safety is ensured 

through safe storage, exchange, and monitoring of data [Ge15]. However, such frameworks still 

remain vulnerable to matters such as system fragmentation and the centralized administration aspect 

that could potentially manipulate data. Blockchain, being a decentralized network, is quite apt with 

distributed economic networks and gives a clear infrastructure for supply chains. It has been termed 

as a revolutionary tool to upgrade traceability within farm products. Various versions of public 

and private blockchain frameworks have been proposed to facilitate the agricultural supply chain by 

establishing transparency and security [Luu16]. While blockchain is highly supportive, 

implementation with double-chain architecture may turn out to be cost-effective but experimentally 

inefficient. Recent studies have also targeted food industry supply chain and credit evaluation systems 

[Ali11]. These systems help consumers to get the necessary information and are pretty good tools 

for government agencies and food safety authorities. In this regard, a number of studies have 

developed methods for normalizing supply chains based on big data and blockchain technology. 

For instance, authors in [Fot17] proposed strategies to normalize supply chain activities using big 

data and blockchain technology. The blockchain is considered among the brightest techs because 

it can potentially be the next major technological revolution [Jai24]. Going forward, many companies 

are now looking at applying blockchain to improve the traditional food systems by creating 

a distributed, immutable record. For instance, IBM formed a partnership in 2017 with international 

large food companies like Nestle and Walmart to implement blockchain within the food supply chain 

[Yak22]. In China, JD.com and Tsinghua University collaborated in using blockchain technology 

in tracing food products [Mao18]. It is related to improving food safety and maximizing business 

deals by using secure global networks based on blockchain technology. Of course, these solutions are 

successful for tracing and transparency but have not yet covered monitoring and managing funds 

supplied by government and its utilization in the food supply chain. At the present time, more 

attention is paid to traceability throughout the global food production chain. For corn products, 

the research indicated that traceability and tracking in the supply chain are highly crucial and that 

consumer opinion on usability should be included as well. A new approach has been proposed through 
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the adoption of Ethereum blockchain and smart contracts to successfully carry out business activities 

in the corn supply chain. This does not depend on centralized authorities or even third-party 

intermediaries for transaction databases, which thus enhances the quality and security of the data 

stored. Table 1 shows the related work done in agricultural fields like rice, wheat, soyabean etc.  

Table 1  

Related work in the field of agricultural field 

Reference Objective Technique Used Limitations 

[Che21, Niz18] To achieve transparency 

and traceability.  

Double-chain 

blockchain concept 

is used. 

Cost-effective, inefficient, double 

spending. 

[Ali11, Per19] To achieve transparency 

and traceability. 

Blockchain 

Technology is used. 

Cost-effective and inefficient. 

[Tha17, Atz17] To achieve transparency 

and traceability.  

ICT gadgets are used. Central point of failure, involvement of 

central controller, and cost-effective. 

[Fah23, Lin20] To achieve traceability 

and reliable information. 

Technique of RFID 

and blockchain. 

It is susceptible to system 

fragmentation and central 

administration. 

[Sal19, Zhe20, Opa03] To analyze farmers' 

decision-making 

in supply chain. 

ICT gadgets are used. Central point of failure, involvement of 

central controller, cost-effective and 

scalability issues. 

[Bha21, Wes19] To achieve transparency 

and traceability.  

Blockchain. Cost-effective and inefficient. 

PROBLEM STATEMENT 

The origin of a commodity from government to raw materials to its end consumer can hardly 

be tracked, and it is also very expensive. Traditional methods of managing the food supply chain have 

proven inadequate in providing a scalable, cost-effective solution. A more robust system is needed, 

which monitors information regarding the source, farming practices, and safety of products 

throughout the e-government supply chain without being dependent on third parties or centralized 

authorities. In the case of agricultural products' processing and procurement, there should be a well-

structured effective and workable system for assessing the quality and safety of the product. 

This would, therefore, equip stakeholders such as consumers with knowledge of conducting safe 

business in the agri-food supply industry and efficiency in providing economic incentives. 

Problem Statement 

This work provides the means to showcase how Ethereum blockchain technology and smart 

contracts can be effectively applied to monitor government agriculture supply chain. It proposes 

a model of accountability within corn supply chains using a basis on Ethereum blockchain.  

Figure 1 outlines commodity flow in the corn supply chain, indicating key stakeholders and their 

roles. 

The main contributions of this paper are: 

1. Design a framework of the application of Ethereum Smart Contracts to improve traceability 

and transparency in the government-based corn supply chain. 

2. Expanding on this framework to explain significant characteristics of our blockchain approach, 

which focuses on communication between varied stakeholders who are involved in the supply chain. 

3. The proposed smart contract algorithms are discussed and analyzed in order to ensure that 

the right interactions and utilization of funds supplied by government occurred among the relevant 

parties within the corn supply chain. 
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Fig. 1. Major stakeholders involved in corn supply chain management. 

RESEARCH METHODOLOGY 

System Model 

The proposed architecture Blockchain-enabled Secure and Immutable Grain Chain model 

(BSIGC) model operates on a proprietary Ethereum blockchain network. Nodes are available across 

the private/public network; they authenticate transactions and then append them to the blockchain 

ledger, using the POA consensus mechanism in executing smart contracts. Earlier all the supply chain 

management systems were based on proof of Authority consensus algorithm. Any organization that 

can collect, validate, and process transactions may be a mining node, and these nodes maintain 

the data and results of transactions in a common ledger accessible to all mining nodes. Smarter 

contracts facilitate transactions through function calls and events, thus allowing stakeholders 

to observe, trace, and receive relevant updates as necessary. For instance, information about corn 

products is written on the blockchain. This information is linked with the expiry time of the product 

after which it is eradicated to make way for new transactional data. This framework promotes 

transparency and traceability in the corn supply chain, thus ensuring the safety of the product 

to consumers and rectifying any interruptions that may occur in the supply chain. Furthermore, 

it enables customers to give reviews of products obtained through this platform. The public ledger 

captures the information in a selective manner for the roles of stakeholders and hence rejects 

redundancy [Mao18]. Figure 2 shows the working of BSIGC model.  

The process involves eight core involved stakeholders linked by smart contracts: (1) Government 

who supplies funds to the farmers. (2) Seed Wholesaler, a company which sells seeds of different 

corn varieties complying with international standards. All seed products carry standard identifiers-

serialized GTIN Global Trade Identification Numbers. (3) Farmer; they will purchase the seeds from 

SW and plant crops while utilizing the funds provided by government/funding agencies and smart 

contracts using traceable identification of the seeds. (4) Agricultural producers have the responsibility 

of constantly updating and recording information on crop status in a distributed tamper-proof log 

or ledger as is presented by the Inter Planetary File System (IPFS) [Li23]. The hash of this log 

is recorded on the blockchain for later extraction [Agg19] of corn crop output while assessing 

the number, quality, weight and type. Environmental factors like temperature, humidity and time 

of storage are monitored during the storage time. (5) Corn Processing Unit take corn from corn 

collector center and sells processed products to the distributors. (6) Corn Distributor acquire 

agricultural products from the CPU in order to further disseminate them among the retailers or bring 

them directly to the customers. (7) Corn Retailer. The CD sells the final products with STI to the CR 

who sell them in smaller quantities to the end-users. (8) The end consumer purchases finished corn 
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products from the CR for direct use, and all the products have been attached with both STI and GTIN 

for traceability purposes. 

 

 

Fig. 2. BSIGC model for corn supply chain management. 

Every participant must be registered within the framework, authenticate itself, and then prove 

its identity by participating in the food chain process and also own a unique Ethereum account with 

its own Ethereum address (EA), through which it identifies the stakeholder within the network. Such 

EAs include public and private keys used in signing and verification of data in a transaction. Traceable 

functionality ensures that the parties involved have access to information that is, at the same time, 

immutable and verifiable, thus there is no need for a central authority [Sin24]. This characteristic 

spread throughout all the supply chains would allow tracking of total volume of corn produced 

and traded among entities with verified transactions. For instance, the amount of corn traded under 

established conditions remains unchanged. Moreover, corn varieties meeting distinct quality 

specifications must not be combined for sale, as the total volume corresponding to each standard 

is meticulously documented. Furthermore, farmers have the capability to upload electronic records, 

including images of crops and details regarding land conditions, utilizing systems such as IPFS, 

thereby establishing a digital repository for validation purposes [Ali11]. Shipping integrity can also 

be quantified by using containers with sensors, like cameras, GPS, and 4G. These sensors 

continuously transmit updates on the condition of corn shipments, and all stakeholders have 

permanent access to this information through the blockchain. Identifiers can also standardize 

the findings regarding the physical location of a product, while participants' locations can be 

geotagged by using GPS sensors on shipping or storage containers. 

BSIGC Framework for Agri-Security for Corn Supply Management Using Blockchain 

This section delineates the operational principles underlying the BSIGC framework 

for government supply chain management of corn crops. First, a smart contract is developed and 

deployed, subsequently leading to the registration of each participating entity's EAs with the contract. 

When a farmer requests for funds with the government/funding agencies, farmer status 

“FundRequested” status updated, and after transferring funds by the government, GA status updated 
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as “FundTransfered”, and then farmer negotiates a possible seed supply from an appropriate SW, 

a farmer's status is updated to “SupplyRequested,” as shown in Algorithm 1. The contract verifies 

the authenticity of the farmer and ensures if he has made the payment. If the farmer is a validated 

participant, and payment is confirmed, his contract status is updated; meanwhile, the farmer's status 

is updated to “ServiceWait” along with that of the SW being updated as “SalesApproved.” At this 

point, the smart contract sends notifications regarding the progress to all stakeholders. In case any 

prerequisites are not fulfilled, the system reinstates all statuses to their initial state, and thus 

the transactions are cancelled. 

Algorithm 1: Funds Receiving by Farmer and Buying Seeds from Seed Wholesaler (SW) 

Rf is a set of all registered farmers 
Ethereum Authorization(EA) of the government authority transferring the funds to the farmer is known 
Ethereum Authorization(EA) of  farmer is known 
Ethereum Authorization(EA) of Seed Wholesaler is known 
CQuantity, CSType, CSBrand, CSPrice 
1 ContractState Created 
2 Farmer Status: FundsRequested through Government Program  
3 GA Status : FundsTransferred 
4 Farmer’s Status: SupplyRequested 
5 SW Status: Read 
6 Consider only farmer is from Rf i.e. registered farmers 
7 If farmer ¼ registered and SPrice ¼ paid Then 
8 Contract status ! RequestOnProcess 
9 Farmer status ! ServiceWait 

10 SW status ! SalesApproved 
11 Broadcast a notification message for the seeds sales 
12 End 
13 Else 
14 Return to initial contract state and show an error 
15 End 

Algorithm 2: Selling of Corn Seeds from CCC to CPU 

PCPU is the set of all registered CPU 
EA of CPU is known 
EA of CCC is known 
CQuantity, CDatePurchased, CPPrice 
1 ContractState: CornFromCPU 
2 CCC Status: CornRequested 
3 CPU Status: YieldFromFarmer 
4 Consider only CPU is registered PCPU i.e. registered CPUs 
5 If Cornsale ¼ Accepted and CPPrice ¼ paid Then 
6 Contract status ! RequestApproved 
7 CPU status ! WaitForCorn 
8 CCC status ! CornReleaseSuccessful 
9 Broadcast a notification message for the Corn sales 
10 End 
11 Else 
12 Contract status ! RequestDenied 
13 CPU status ! RequestNotSuccessful 
14 CCC status ! CornReleaseFailed 
15 Broadcast a notification message for the Corn sales failure 
16 end 
17 else 
18 Return to initial contract state and show an error 
19 End 
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The third stage of the framework is described in Algorithm 3.At this stage, the smart contract 

guarantees that only registered CRs can buy goods. In the same way, it verifies if the sale negotiations 

are approved, and the payment made. If these conditions are valid or fulfilled, the smart contract will 

be executed where the CD transfers the product to the CR. As a result, the smart contract status 

changes to ProductBuyingSuccessful, while the  CD and CR status changes to ProductSoldToCR 

and ProductDeliverySuccessful respectively. A notification message shall be sent to all active 

participants concerning the selling of products to CR. However, if the conditions are not fulfilled, 

the smart contract status changes to ProductBuyinDenied, while the CD and CR status changes 

to ProductRequestFailed and ProductDeliveryFailed respectively. A warning message for failure 

is then sent to all participants. 

Algorithm 3: Selling product to Corn Retailer (CR) 

Input: RCR is the set of all registered CR 
EA of CD is known 
EA of CR is known 
CQuantitySold,CDatePurchased,CDateProduced, CProductPayment 
1 ContractState: CDSales 
2 CD Status: CPProductReceived 
3 CR Status: PreparedToBuy 
4 Consider only CR is in RCR i.e. registered CRs 
5 If Productsale ¼ Accepted and ProductPayment ¼ paid Then 
6 Contract status ! ProductBuyingSuccessful 
7 CD status ! ProductSoldToRCR 
8 CR status ! ProductDeliverySuccessful 
9 Broadcast a notification message for the corn product sales 
10 End 
11 Else 
12 Contract status ! ProductBuyinDenied 
13 CD status ! ProductRequestFailed 
14 CR status ! ProductDeliveryFailed 
15 Broadcast a notification message for the  Corn product sales failure 
16 end 
17 else 
18 Return to initial contract state and show an error 
19 End 

 

At this stage, the final consumer, who is the last participant in this system, eventually purchases 

the final product from the CR, Algorithm 4 defines the stage processes. 

Algorithm 4: Selling Corn products to consumers  

Input: RCR is the set of all registered CR 
EA of CR is known 
EA of Consumer is known 
CQuantitySold, CDatePurchased, CSalesID and CProductID, CProductPayment 
1 ContractState: SaleRequestApproved 
2 CR Status: ProductDeliverySuccessful 
3 Consumer Status: ReadyToPurchase 
4 Consider only CR is registered RCR i.e. registered CRs 
5 If  CR to RCR and ProductPayment ¼ paid  
Then 
6 Contract status ! SoldToConsumer 
7 CR status ! SalesSuccessful 
8 Consumer status ! PurchaseSuccessful 
9 Broadcast a notification message for the corn product sales 
10 end 
11 else 
12 Contract status ! SaleRequestDenied 
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13 CR status ! SalesFailure 
14 Consumer status ! PurchaseFailed 
15 Broadcast a notification message for the product sales failure 
16 end 
17 else 
18 Return to initial contract state and show an error 
19  end 

 

Date of Purchase, Sales Identification Number, and Product Identification Number are the critical 

variables at this stage. In this stage, the consumer's state is tagged as “ReadytoBuy,” simultaneously 

with the smart contract state assigned as “Sale Request Accepted,” and the CR state is captured 

as “Product Delivery Successful.” The conditions that should be met at this stage include the 

constraint that only products listed by the CR are available for consumers to use, as well as the fact 

that the intended payment has indeed been made. If these conditions are satisfied, the smart contract 

will update its status to “SoldtoConsumer,” and statuses of CR as well as of Consumer would be 

updated to “Sales Successful” and “Purchase Successful,” respectively. The parties involved should 

be sent notification that the product is sold to the consumer. If any of the above conditions are not 

met, then the status of a smart contract shall turn into “Sale Request Denied,” and statuses of CR 

and Consumer would be updated into “Sales Failure” and “Purchase Failed.” Afterwards, each 

participant should receive a warning message that the process failed. 

Implementation, Results, and Analysis 

This section begins with the experimental setup and deployment followed by results and analysis 

subsections to measure the logic and performance of the BSIGC framework. 

Experimental setup and deployment 

An experiment to test the proposed model for effectiveness by divide-and-conquer approach was 

carried out. The implementation on Remix IDE used Solidity language while interacting with 

Ethereum using MetaMask, an Ethereum wallet, as well as Chrome extension, which simplified some 

interactions with Ethereum networks. Remix IDE also equips the user to test and debug the smart 

contracts before they are actually deployed. Sepolia testnet was used to simulate blockchain scenarios 

when testing. The testnet has run on Proof of Authority to allow a more realistic simulation of the 

blockchain. All Ethereum nodes in the testnet were accessed by the gateway service called Infura 

[Mao18]. To cut down on testing and swap between different testnets, the Truffle Framework was 

used. In the validation process, tests had been conducted on functions and modifiers for smart 

contracts that only authenticated Ethereum addresses would perform certain actions [Oli20]. The logs 

were checked to ensure that information was flowing properly, and data was accurate. 

Results and Analysis 

This section will evaluate the feasibility of the BSIGC framework in terms of the security 

requirements and cost considerations to establish whether the framework is feasible for deployment 

in the real world. First, it discusses the security characteristics in detail that could potentially 

be compromised in smart contracts and then moves to explore the challenges in future research. 

After that, the BSIGC framework will be compared against the existing solution, and 

the generalization along with the importance of the research will be discussed. 

Security Analysis 

Privacy. Privacy guarantees that communications between two parties are strictly private and not 

disclosed to third parties. Whereas it is important that the privacy of communications should 

be maintained permitting the access to digital information only to the authorized parties, our solution 

encompasses message encryption and decryption through an SSL session, which would be established 

after a trusted handshake that would verify the parties participating. Centralized Public Key 

Infrastructure architecture makes this lacking in adequate transparency and overly dependent 

on Certificate Authorities to facilitate cryptographic key distribution. In contrast, using the Ethereum 
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blockchain allows for eschewing a PKI structure for encryption. With this regard, each party 

is assigned an Ethereum Address containing asymmetric public key pairs used to encrypt messages 

being passed along the SSL session. 

Credibility. All communication between the users on the Ethereum network is encrypted 

and tamper-proof. In addition to this, time stamps along with specific attributes for EAs are 

maintained on the blockchain to ensure the integrity of the interaction of different entities. 

Consequently, this mechanism offers protection against both MITM attacks and replay attacks. 

Authorization. Only privileged stakeholders have access to the entire set of functionalities 

offered by the smart contract. In case an authentic call initiator is identified as fraudulent, an error 

will be produced, leading to a rollback of all states. Moreover, further interactions between 

stakeholders rely on an authentication handshake that ensures a secure SSL connection. 

Non-repudiation. All transactions and events are recorded systematically in the public ledger 

of Ethereum, ensuring that the calls are accurately logged and cannot be altered by the originator. 

For this reason, no one can deny their actions since all the data is stored within an immutable public 

ledger. Additionally, when a malicious user attempts to replicate a stakeholder's EA, they will be 

detected since they lack the private key, which is required to sign the message. 

Cost Analysis 

Every transaction that is carried out on the Ethereum blockchain incurs transaction costs. Besides 

the transaction and execution costs, the Remix IDE logs include other information. For each 

transaction, gas is measured in Gwei and paid in Ether. Higher values of Gwei attached to a 

transaction mean that miners will prioritize it. The ETH Gas Station provides diverse transaction 

speeds based on gas prices. Gas costs should be considered during the development of a smart 

contract, to avoid being charged extra for doing nothing. There are several factors which influence 

the cost of transactions, like loops, arrays, mappings, variable storage, and data types. The key is 

a very practical and efficient solution. The approach is that we use leverages immutability by using 

events and logs of the blockchain instead. We are also aware of the current high gas prices, i.e. 10–

9 ETH, due to network congestion since gas rates fluctuate depending on time and day. The actual 

transaction cost depends on the gas price of the Ethereum client. 

Smart Contract Vulnerability Analysis 

The analysis of the Smart Contracts that are incorporated in the BSIGC framework was carried 

out using the Slither Security Analysis Tool with its results shown in Table 2.  

Table 2  

Vulnerability Analysis Report 

Features 

Existing 

Model 

[Sal19] 

BSIGC 

Model 

Satisfaction feedback No Yes 

Cost Analysis No Yes 

Implementation and Testing No Yes 

Security analysis No Yes 

Vulnerability analysis No Yes 

Low computational cost No Yes 

 

The tool analyzes EVM bytecode and comes back with very detailed smart contract interaction 

mapping. Its analysis results showed that Smart Contracts are secure with no vulnerabilities [Per19]. 

There are no unchecked exceptions that may lead to integer transaction underflow or integer overflow. 

All tests were performed for supplying gas during the execution phase such that the possibility 

of reentrancy attacks was much reduced. From the results, it was concluded that there was no concern 

about the framework in terms of timestamps or interdependent transactions. 
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A Comparison of the BSIGC Framework with Existing  

Agricultural Food Supply Chain Solutions 

Comparison of the framework of this paper with the existing discussion by authors is presented 

in Table 3. In terms of achieving data integrity, information access, transparency, and traceability 

regarding corn supply, current techniques rely on smart contracts and consensus mechanisms 

to address these issues in corn supply traceability problems. The authors discuss the feasibility of their 

approaches as well toward the solution of real-world problems, showing minimal technical 

requirements. For example, author [Sal19] discuss possibilities to use smart contracts on the Ethereum 

platform in conjunction with IPFS for storing data; they use several smart contracts to represent each 

role in a supply chain [Sin23]. This increases computational overhead with respect to their proposed 

solution.  

Table 3  

Comparison of the BSIGC Framework with Existing Works 

Parameters 
Vulnerability 

in Existing Model 
[Sal19] 

Vulnerability 
in BSIGC 

Model 

EVM Code Coverage 62% 32% 

Integer Underflow Moderate Low 

Integer Overflow Low Moderate 

Call Stack Depth Attack Vulnerability Moderate Low 

Transaction Ordering Dependence Moderate Low 

Time Stamp Dependency Low Moderate 

 

Due to the public aspect of Ethereum platform, it is widely used in different applications; 

therefore, any stakeholder can easily join the network. Main strengths of Ethereum are an extremely 

vast number of developers, a very well-established ecosystem of dApps, and the native 

cryptocurrency ETH. Scalability and high transaction costs (the term used to describe them is gas 

fees) remain the most significant weaknesses for Ethereum. Figure 3 shows the comparison between 

various blockchain platforms. 

 

 

Fig. 3. Comparison of the Ethereum platform  

with other blockchain platforms. 

Security

Reliability

Immutabilty

Efficiency

Transparency

Usage

Developed by Authors Independent

Hyperledger Ethereum
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DISCUSSION AND CONCLUSION 

To this end, we developed and tested our BSIGC framework on Ethereum blockchain platform 

in response to high demand in the supply chain and agriculture sectors. Adding data encryption with 

the transactions in a blockchain system, companies are compelled to conduct their transactions 

in house. This solution can be tailored to suit the varied needs of various firms. The smart contracts 

that have been designed here are very flexible and hence can easily be deployed on any kind 

of blockchain; therefore, it ensures immediate execution with respect to the transactions along with 

privacy, transparency, and safety. The model efficiently traces and tracks the food supply chain 

concerning corn production monitors, ensures delivery process by getting all parties to adhere 

to the set supply chain regulations. All parties involved in any given malpractice are identified 

in the supply chain, thereby minimizing the risk of food contamination. All these are corn crops, 

which have common agronomic characteristics; hence, this study is relevant to any other corn supply 

chains because the model showed its efficiency in tracing corn production. For example, government 

agencies may apply such findings tracing supply chains of wheat beans, millet, and so forth. Therefore 

this research can be used as a template to monitor and track any corn commodity's supply chain. Other 

beneficiaries of this program are Corn processors, farmers, agronomists, agricultural agencies, 

merchants, food regulators, and crop scientists. We wrote our smart contracts in the language called 

Solidity for better compatability with the Ethereum blockchain; our general methodology applied 

easily to other blockchain systems with minimal effort. 
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