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What is a good program? A space way

A. V. Prutzkow
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Lipetsk State Pedagogical University

To write a good program, you need to know what it is. Existing definitions of a good program are simply enumerations of its
attributes. The purpose of the study is to formalize the concept of a good program, which is essential for program development.
We introduce a program model that will help us define a good program. A program is a point in multidimensional space. The di-
mensions of space are the program attributes. The dimensions of space are interdependent. A change in the value of a coordinate
in one dimension does not necessarily entail an opposite change in the value of a coordinate in another dimension, as in a trade-
off triangle with schedule, cost, and quality at its corners. A good program is a set of points in a subspace of the program space.
As an example, we consider a four-dimensional space with easily-modifiability, reliability, security, and performance as dimen-
sions. For each dimension, we survey the measurement methods. The proposed program model reduces ambiguity from the con-
ceptual level to the level of defining the space's dimensions.

Good program; space; model; measure; metrics; dimension, easily-modifiability; reliability; security; performance.

INTRODUCTION

Every good programmer wants to write good programs. It’s difficult to do it in many aspects. One
of the aspects is vagueness of the “good program” concept.

Retrospection

There are retrospective considerations when defining a good program.

D. Cassel [Cas83] summarizes that a good program (1) works according to the specs, (2) does not
use excessive memory, (3) runs efficiently, (4) is easy to read, (5) is easy to understand, (6) is easily
debugged and tested, and (7) can be maintained with minimum of effort.

K. Wehmeyer [Weh84] considers traits of a good program. A good program (1) works according
to specification, (2) is done on time, (3) is simple, (4) is well structured, (5) is efficient, (6) is cost
effective, (7) is changeable, and (8) is well documented.

I. Bratko [Bral2] collects criteria for judging how good a program is: correctness, user-friendli-
ness, efficiency, readability, modifiability, robustness, and documentation.

A. Behforooz and F. Hudson [Beh96] reveal measurable attributes that a good program has. These
are readability, understandability, and comprehensibility (RUC), logical structure, physical layout,
robustness, CPU efficiency (speed of execution), memory efficiency, complexity, human factors, sys-
tem interfaces, and reusable code.

G. Weinberg [Wei71] reports specifications, schedule, adaptability, and efficiency make a pro-
gram good.
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User-Oriented and Developer-Oriented, Internal and External Attributes

Almost each attribute of a program can be user-oriented or developer-oriented. User-oriented
attribute is considered from the viewpoint of convenience and cost of use, and developer-oriented
attributes — the complexity of creation and modification. For example, if developer-oriented produc-
tivity is the time to complete a task, then user-oriented productivity is the time for a program response
to a user command. This multiple consideration necessitates different definitions and measurements
of attributes, that complicates the “good program” concept as well. Reliability/availability, rapid
delivery, and low cost are primarily user-oriented rather than developer-oriented attributes [Mus04].

N. Fenton and J. Biman [Fen15] divide attributes into internal and external. Internal attributes are
measured purely in terms of the product, process, or resource itself. External attributes are measured
only with respect to how the product, process, or resource relates to its environment.

Systematizing

There is a trade-off triangle with schedule, cost, and quality at its corners as a general management
fundamental.

We agree with S. McConnell on “In software, however, having a “quality” corner on a trade-off
triangle doesn’t make much sense. A focus on some kinds of quality reduces cost and schedule, and
on other kinds increases them. In the software arena, a better way to think of trade-offs is among
schedule, cost, and product. The product corner includes quality and all other product-related attrib-
utes including features, complexity, usability, modifiability, maintainability, defect rate, and so on
[Mcc96] (Fig. 1).

Schedule

Cost Product

Fig. 1. Software trade-off triangle

According to the ISO/ IEC 25010:2023 standard, the product quality model categorizes product
quality properties (attributes) into nine characteristics: functional suitability, performance efficiency,
compatibility, interaction capability, reliability, security, maintainability, flexibility, and safety. From
an edition to an edition, the standard is expanded by new attributes that make the term of quality
closer to the McConnell’s product term.

Hewlett-Packard (HP) uses the FURPS+ model for software quality to define the priorities
in measurable terms [Gra92]. FURPS is an acronym for Functionality, Usability, Reliability, Perfor-
mance, and Supportability. After several campaigns in HP, the model was extended and its name was
widen with the “+”.

Program and Spaces

Programs are associated with spaces in the following models.

Software behavior is described as the Input-Program-Output model [Fenl5, Yam16] (Fig. 2).
Input datasets are Input Space, and the output datasets are Output Space. The program is a mapping
of a point in Input Space to the point in Output Space. Input datasets are divided into tested from the
subspace T and untested from the subspace Ur. Some untested datasets cause a fault. Output datasets
fall into expected and unexpected from the subspaces E and Uy respectively. Tested input datasets
have mappings into the subspace of expected output datasets, and untested input datasets have map-
pings into the subspace of expected or unexpected output datasets.
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Fig. 2. An Input-Program-Output model for software behavior. T is a tested subspace, Uy is an input
untested subspace, E is an output expected subspace, Ug is an output unexpected subspace

There is an open multi-dimensional model of software performance [Bug99]. Dimensions are

e the Economic one as the managers’ viewpoint;

e the Social one as the users’ viewpoint;

e the Technical one as the developers’ viewpoint.

The model combines the dimensions within a single value and is named as the QEST model
(Quality, and Economic, Social, Technical performance).

The compiler optimizes program code to reduce its execution time. Optimization involves ana-
lyzing the code and, if the analysis is positive, replacing code fragments with optimization sequences.
Optimization sequences form optimization sequence space [Purl3]. A program class has a near-opti-
mal optimization sequence in a small set. It’s an alternative for a single universally optimal sequence.

One of the approaches to search for a program with specified attributes in space is genetic algo-
rithms [Dej87, Fel98].

D. Garvin [Gar87] proposed critical dimensions of quality: performance, features, reliability, con-
formance, durability, serviceability, aesthetics, and perceived quality. These dimensions are also
called categories.

THE PURPOSE OF THE STUDY

The purpose of the study is to formally describe the concept of a good program, which is necessary
for program development.

PROGRAM MODEL
The program model is as follows. A program is a point in n-dimensional space:

p = (X1, X2, ., XND),

where x4, x5, ..., Xyp are the values of the dimension coordinates.

Dimensions are program attributes (see “Introduction’), but are not only these ones.

We believe resulting (or correctness) is not a dimension, since a program must produce the ex-
pected result. If resulting is made a dimension rather than a requirement, then any sequence of char-
acters (including zero-length ones) can be considered as a program that does not produce the expected
result.

Dimensions of space are not independent. Changing the value of a coordinate in one dimension
affects the values of coordinates in other dimensions. Interdependency of the dimensions are de-
scribed by the following formulas:



32 Section — MATHEMATICAL AND SOFTWARE FOR COMPUTER SYSTEMS, COMPLEXES AND COMPUTER NETWORKS

(x4 + Axq) = fi(xp + Axp, x5 + Axg, ..., Xyp + Axyp),
(xy + Axy) = fo(xq + Axq, x5 + Axz, x4 + DXy, ..., Xnp + AXnp),

(xnp + Axnp) = fr(xy + Axy, x5 + DXy, ., Xyp_q + Axyp_y),

where f;(xq, X3, ..., Xi_1,Xi3+1, - Xyp) 1S @ function that determines the value of the coordinate of
the ith dimension when at least one value of the coordinate of another dimension changes,
—00 < Ax; <o, i=1,2,...,ND.

Unlike the software trade-off triangle a change in the value of a coordinate in one dimension does
not necessarily entail an opposite change in the value of a coordinate in another dimension. As relia-
bility increases, safety may improve as well or remain unchanged. C. A. R. Hoare stated, “The una-
voidable price of reliability is simplicity.” The fault could be an inefficient class method [Mus04].
It’s an example of a relationship between reliability and performance.

Based on the model, a good program is points in the subspace of program space such that

xlo<xy <axl oxlo<x, <xB L Xk < xyp < xP.

To determine whether a program is good, you must answer three questions:
1. How many attributes a program has or how many dimensions does program space have?

2. How are the coordinate values of each dimension calculated?

3. What coordinate values does a good program have? (assigning values x1°, x°, ..., x}%, x,
X xl).

The dimensions of space and the way in which values are calculated depend on the task.

In the rest of the article, we will demonstrate an example of space and some ways to calculate
the values of dimensions. ISO/IEC 25023:2016 standard defines quality characteristic metrics from
the ISO/IEC 25010:2023 standard. But we'll omit some of them.

EXAMPLE OF PROGRAM SPACE

In [TIpy25], we identified the following developer-oriented attributes or program space dimen-
sions:

1. Easy-modifiability [Pru21] (or maintainability) — designing classes and their relationships that
can be change with the least amount of effort.

2. Reliability — prevention unpredictable behavior of the program.

3. Safety — prevention appearances in a program vulnerabilities for its unauthorized use, elimi-
nating impact malicious programs; security and safety are not the same; security is a system attribute
that allows the system to perform its mission or critical functions despite the risks posed by threats,
whereas functional safety is a freedom from unacceptable risk [Lis18].

4. Performance — providing that the program completes the task within a certain time.

EASILY-MODIFIABILITY/MAINTAINABILITY

D. Coleman et al. [Col94] set metrics for evaluating software system maintainability, rather than
measuring:

M =171 -5.21In(H,) — 0.23C, — 16.2 In(LOC,) + 50 sin/2.46 Cp.

where H,, stands for Halstead's volume metric [Hal77], a composite metric based on the number of
(distinct) operators and operands in source code, C. is the cyclomatic complexity metric [Mcc76],
LOCy stands for the average number of lines of code per module, and Cp is the percentage of comment
lines per module.
The coefficients were obtained after calculating the metrics for 8 suites of programs [Oma94].
Instead of the previous metrics, 1. Heitlager et al. [Hei07] proposed a practical maintainability
model. ISO 9126 attributes of maintainability are mapped onto well-chosen source-code attributes:
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volume, complexity per unit, duplication, unit size, unit testing (see table). ISO 9126 is a previous
edition of ISO/IEC 25010:2023. Source-code attributes are ranked with a simple scale:
++/+/0/-/--. The ISO 9126 attributes are ranked via mapped source-code attributes. In the table,
the poor testability (-, see the last column) can be traced back to very high complexity (--) and high
unit size (-), while unit testing is present, though not complete.

Table
Mapping ISO 9126 attributes of maintainability
onto source code attributes
Source-code attributes
> = on
£ 1S =
o | 5= & S 2
g =5 8 7 L
S 5 8| B g =
> Sal © = =)
++ - - - 0
o N Analysability X X X X 0
I~ 'g :i* Changeability X X -
O £ = | Stability X 0
wnn 1.
— E Testability X X X -

A system has components. The components are layered by a stepwise refinement. A logical unit
is formed by:
e components that do not form a cycle with other components;
e components that form a cycle.
Contribution of each node to maintainability c; is [Zit22]:
nL(l—ﬂ)

=

where n is the total number of components, n; is the number of components in the logical node,
n; is the number of components influenced by the ith node, and ny is the number of components
in higher levels.

Maintainability level ML is [Zit22]:

ML = 100 x X" c;,

where NN is the total number of logical nodes.
The maintainability level is measured as a percentage. The higher the ML value, the better
the maintainability.

RELIABILITY

A software reliability model is probabilistic. Software reliability is the probability that a system
or a capability of a system will continue to function without failure for a specified period in a specified
environment [Mus04]. A failure is the departure of the external results of system operation from user
needs [Mus04]. A failure is caused by a program fault.

Key parameters of the model are:

e MTTF: mean time to failure;

e MTTR: mean time to repair;

e MTBF = MTTR + MTTF: mean time between failures.

The most common failure model is the exponential distribution [Lai06]:
1
R(t) = e A= ——.
&) =e™ MTTF
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There are three primary functions in reliability theory [Lai06]:
1. f(t)— probability distribution function of failures;

2. F(t)— probability of failure by time ¢t;

3. R(t) = 1— F(t) — probability of no failure by time t.
Software reliability relates to availability A [Prel0]:

MTTF

~ MTBF

The software reliability model is designed for forecasting [Gla79], for example, mean time to ith
failure [Fenl5].

X 100%.

SECURITY

P. Mell et al. [Mel07] provide the Common Vulnerability Scoring System (CVSS). CVSS is
an open framework for communicating the characteristics and impacts of IT vulnerabilities. CVSS
consists of three groups:

1. The Base group, the intrinsic qualities of a vulnerability.

2. The Temporal group, the characteristics of a temporal vulnerability.

3. The Environmental group, the characteristics of a vulnerability that are unique to any user's
environment.

The Temporal and Environmental groups are optional. Each group defines metrics, rules that con-
vert a textual metric value into a numerical value, and an equation. The equation produces a numeric
score ranging from 0 to 10.

J. A. Wang et al. [Wan09] use CVSS to calculate security metrics my based on the representative
weakness of the software:

_ yNPW
ms =Xiz1 PiWi,

where w; is the ith severity of those weaknesses representative in the software, p; is probability that

represents the risk of the corresponding weakness.
@ (@ @,

The severity of weakness w; is the average of CVSS base scores v; 7, v,7, ..., Vyp:
NV (@)
w =22 Uj
' NV

S. Islam and P. Falcarin [Isl11] identify security requirements for (1) identification, authentica-
tion and authorization, (2) integrity, (3) privacy, (4) service availability, (5) non repudiation, (6) ma-
licious activities detection, (7) security auditing, (8) backup and recovery. Requirements are a ques-

tionnaire. Score calculates as
s = Tz, 100y
= NQ 0’
where NQ is the total number of question, g; is the question score. A maximum value of the score

1s 1.

PERFORMANCE

Performance make up the following metrics [Eva24]:

e throughput represents the rate of work a system or subsystem can perform;

latency is the time taken to process a single transaction and see a result;

capacity the number of units of work that can be simultaneously ongoing in the system;
utilization is a proportion of resource workload;

efficiency is a proportion of the throughput to a system by the utilized resources;



Prutzkow A. V. — What is a good program? A space way 35

e scalability is the change in throughput as resources are added;

e degradation is change of throughput the system under additional load.

The values of these metrics are measured during a test run of the program. There is four classes
of software performance and scalability tests [Liu09]:

1. Performance regression testing for tracking performance metrics from release to release.

2. Performance optimization and tuning testing for supporting code optimization and program
environment tuning. Program environment is a hardware platform and a software platform.

3. Performance benchmarking testing for comparison with the standard result [Lai06].

4. Scalability testing for checking out whether your software can meet customers’ growing busi-
ness needs.

In this classification (and in his book), H. Liu extracts scalability from performance.

Resource consumption data is the source for performance analysis [Ale00]. Benchmarks are hard
to maintain, methodologies for measuring and analyzing performance are hard to develop because of
innovations in the programming field [Bac25]. Examples of innovations are the rise of parallelism
and latency, moving applications from mobile to the data center.

You could deepen into considerations when measuring performance in [Wo022].

FINAL CONSIDERATIONS WHEN MEASURING A PROGRAM

Goodhart’s Law states, “When a measure becomes a target, it ceases to be a good measure”
[Ros22]. Actually, measurement is the solution. [Wo0022] Software measurement is an excellent ab-
straction mechanism for learning what works and what doesn't. [Dum99] “You can't control what you
can't measure” [Dem8&2].

A metric as a measurement is not the only way to obtain the value of a system attribute. Other
methods include event logs and tracing [Sril8].

The reasons for the infrequent use of metrics by modern developers are:

e developers and architects don't know a lot about metrics or how to use them [Zit22];

e there are no tools for obtaining metrics, or they obtain metrics with limitations, or are not
widely known [Zit22]; HP developed and used HP B1487A Software Performance Analyzer for soft-
ware measurement in the 1990s;

e most metrics require a certain level of expertise to be used effectively [Zit22] and to interpret
them.

The history of program measurements and fundamental milestones are explored in [Zus99].

If you want to measure software or something else, but don’t know where to start, then use the
Goal-Question-Metric (GQM) technique [Bas84].

CONCLUSIONS

The proposed program model reduces ambiguity from the level of the concept to the level of
defining the space dimensions (see the questions in the section “Program Model”). Existing metrics
are imprecise and do not take into account all the factors influencing the coordinate value, even
in a single dimension.

We have simplified the example to include only four developer-oriented program dimensions.
Software projects have more dimensions.
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AHHOTauMA: YTob6bl HanucaTb XOPOLYK Nporpammy, Heobxo-
OMMO 3HaTb, YTO 3TO Takoe. CylLecTByoLWMe onpeseieHns Xopo-
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Wwaa nporpamma, Heobxoaumoe npu ee paspabotke. Mpepno-
JKEHA MOoAenb NPorpammbl, KOTOPas NOMOXKET AaTb onpeaesne-
HUWe XxopoLuel nporpammsl. Nporpamma — 3To TOYKa B MHOTOMEp-
HOM MpoCTpaHcTBe. M3MepeHUaMM NPOCTPaHCTBA ABNAIOTCA ee
napameTpbl. U3mepeHna NpPoCcTpaHCTBa B3aMMO3aBUCUMbI. YBe-
NIMYeHne 3HaYeHUA KOOPAMHATbI He BCeraa Bbl3blBaeT YMeHbLLe-
HWe 3HAYEeHUs KOOPAMHAT OCTaNbHbIX M3MEPEHUM, KaK B Tpe-
Yro/IbHWUKE KOMMPOMMCCOB CO CPOKOM MPOM3BOACTBA, CTOMMO-
CTbO M KQYecTBOV B €ro yrnax. Xopowas nporpamma — 3To COBO-
KYNHOCTb TOYEK B MOANPOCTPAHCTBE NPOCTPAHCTBA MPOrpamm.
B KauecTBe npumepa Mbl PaccMOTPeNn YeTblpexmepHoe Mnpo-
CTPAHCTBO C JIeTKO-U3MEHAEMOCTbIO, HaAeXHOCTbto, besonacHo-
CTblO M NPOM3BOAMUTENbHOCTbIO B KaYeCcTBe U3mepeHui. Ana Kax-
[,0ro usmepeHusa caenaH o63op cnocobos nsmepenus. Mpepno-
YKEeHHaA MoZe/lb MPOrpamMmMbl OMYyCKaeT HEACHOCTb C YPOBHSA MO-
HATUA Ha YPOBEHb OnpeaeNneHna M3MepeHnii NPOCTPaHCTBa.
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Abstract: To write a good program, you need to know what it is.
Existing definitions of a good program are simply enumerations
of its attributes. The purpose of the study is to formalize the con-
cept of a good program, which is essential for program develop-
ment. We introduce a program model that will help us define
a good program. A program is a point in multidimensional space.
The dimensions of space are the program attributes. The dimen-
sions of space are interdependent. A change in the value of a co-
ordinate in one dimension does not necessarily entail an oppo-
site change in the value of a coordinate in another dimension,
as in a trade-off triangle with schedule, cost, and quality at its
corners. A good program is a set of points in a subspace of
the program space. As an example, we consider a four-dimen-
sional space with easily-modifiability, reliability, security, and
performance as dimensions. For each dimension, we survey
the measurement methods. The proposed program model re-
duces ambiguity from the conceptual level to the level of defin-
ing the space's dimensions.
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