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Abstract. A Cyber-Physical System (CPS) is an advanced mechatronic system or a system of
distributed and networked mechatronic systems with sophisticated software parts and
complex communication protocols. Classical risk assessment methods exploit several well-
known methods for evaluating the dependability and resilience properties of technical sys-
tems. However, CPS are structurally and behaviorally more complex, distributed, and au-
tonomous, and their components are of heterogeneous nature. Therefore, it is necessary
to revisit the classical risk analysis methods and extend them with the most promising ad-
vanced approaches. As a first step, we conduct a systematic literature review to evaluate
the applicability of risk assessment methods for Industrial CPS. This method is started
through formulating the research questions that are ought to be answered. In this paper
we are focusing on the first research question, namely: Which aspects of Industrial CPS
need to be covered by risk assessment methods? Answering this research question would
be the main pre-requisite for the inclusion of a publication presenting a risk assessment
methodology into the subsequent reviewing and quality assessment process of the sys-
tematic literature review. To strengthen our understanding of important CPS properties,
we are not only considering the definitions, but also the academic research focus. Using
the bibliographic visualization tool Vosviewer, we are illustrating the most important as-
pects of CPS.

Keywords: Cyber-Physical System; risk assessment; risk models; systematic literature re-
view; model-based methods; Industrial CPS.

INTRODUCTION

Cyber-Physical Systems (CPS) are ad-
vanced interconnected systems that are one key
characteristic of the emerging trend towards
Industry 4.0 in automation engineering. As
with any industrial production system, risk
analysis is one of the key challenges of the de-
sign of CPS. Classical risk analysis exploits
several well-known methods for evaluating the
dependability and resilience properties of pro-
duction systems. However, Industry 4.0 implies
that the Industrial CPS (sometimes also called
Cyber-Physical Production Systems, or CPPS)

This study is completed in the framework of the BAUA F
2497 project.

are more complex from a structural and behav-
ioral points of view and consist of distributed
heterogeneous components [10]. Classical
methods cannot adequately describe sophisti-
cated failure scenarios of modern highly dy-
namic, autonomous, and adaptive Industrial
CPS. That is particularly true for Artificial In-
telligence, especially Deep Learning, being
employed for more broad types of safety-
critical applications within systems. It is neces-
sary then to revisit the classical Risk Assess-
ment Methods (RAM) and extend them with
the most promising advanced techniques that
cover increased complexity.
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As such, it is necessary to evaluate the ap-
plicability of modern model-based RAMs for
the analysis of Industrial CPS. For that, we are
conducting a Systematic Literature Review
(SLR) [1]. First, the Research Questions that
the SLR addresses are presented. As with any
attempt at systematic reviewing of scientific
research papers, the prereview activities are of
greatest importance. This article is focusing on
the precondition for the evaluation of a meth-
ods applicability. Namely, what aspects of In-
dustrial CPS need to be addressed by RAMs.

RESEARCH QUESTIONS FOR SLR

First, we start with the overview of the Re-
search Questions (RQ) that the planned SLR
IS sought to answer:

1. Which aspects of Industrial CPS need to
be covered by RAMs? In this paper, we are fo-
cusing on this main RQ. Before starting to
evaluate whether a paper is suitable for further
consideration and should be accepted, it is nec-
essary to come up with a general idea of what
exactly these RAMs should be capable of cov-
ering. We want to accept methods capable of
covering aspects specific for Industrial CPS.
These aspects should reflect the challenges for
the straightforward application of modern
RAMs to the risk modeling and assessment of
CPS.

2. What kind of RAMs can be applied for
the risk analysis of CPS? After establishing the
critical CPS aspects, we will utilize the SLR
method to evaluate which existing RAMs are
suitable for the analysis of CPS. One possible
situation that may arise during the literature
review is that different methodologies are par-
tially covering some of the aspects. Or even,
they could be applied partially with limitations
to a given type of CPS. That closely leads us to
the third RQ.

3. How can the different RAMs be com-
bined for a more effective Risk Analysis? After
evaluating single methods, we will focus on the
combined risk analysis. Each RAM is designed
for a particular task. Event Trees can describe
failure modes, Fault Trees describe logical
combinations of component failures, Markov
Chains help to model risks of the dynamic sys-
tem, etc. By integrating various RAMs, it could
be possible to cover multiple challenging as-
pects of CPS. However different methods have

different computation complexity. For instance,
static methods such as ETA or FTA employ
effective computation methods based on Binary
Decision. In contrast, Markov Chain-based
methods suffer from the so-called state space
explosion problem. The real challenge is the
intelligent combination of these methods. For
example, classical probabilistic risk analysis
methods usually combine Event Trees, Fault
Trees, and Bayesian Network. In our recent
paper, we have proposed an effective combina-
tion of PMC, ETA, and FTA [2]. In our SLR
we will seek combinable methods suitable for
industrial CPS systems. That would assume
interfaces between chosen RAMs and an eval-
uation of their exchangeability.

4. To evaluate how well and to what extent
it is possible to apply RAMs, it is necessary to
find which metrics/criteria to use for applica-
bility evaluation. The applicability criteria
would be derived from the inherent CPS prop-
erties. Possible criteria could include RAMs
advantages and drawbacks, such as its industri-
al maturity, available tools that realize these
methods and their benchmarks, the required
input data that should be feed from the system,
the sensitivity of the methods to uncertainties.
For the combination of RAMs, it could also
include its comprehensibility and computation-
al complexity.

5. Where to get input data to feed the Risk
Analysis methods? This RQ is closely related
to the previous one. There are multiple guiding
references available that provide the necessary
insight. However, the aspects of complex CPS
might dictate specific requirements which will
require a new methodology for automatic ac-
cess point allocation.

6. In which phase can the Risk Analysis
methods be applied? Different types of RAMSs
are applicable for different phases of system
development. Simulative methodologies such
as model-based Fault Injection or Soft-
ware/Hardware-in-the-Loop may help to cover
edge cases with various failure modes. But they
cannot be applied to earlier design phases. On
the other hand, analytical methods such as
Fault Tree Analysis or Markov Chains could be
applied on a much earlier design phase, where
the cost of possible system design changes
would not be as drastic as with a simulative
approach.



T. Fabarisov, G. Siedel et al. @ Aspects of industrial CPS critical... 25

Upon completing these RQs, we would be
able to pinpoint whether there is any major gap
in RAMs that should be covered. Even when
we succeed in the identification of the RAM-
combination that is suitable for CPS RA, it
might be that some of the aspects are not cov-
ered to the required extent and an extension of
selected RAMs is therefore needed.

ASPECTS OF INDUSTRIAL CPS

Cyber-Physical Systems (CPS) are an inte-
gral part and a key component of Industry 4.0
[3, 4]. Lass [4] points out that the literature
does not provide a comprehensive clarification
of terms or a conclusive definition for CPS.
However, he also emphasizes that there is a
fundamentally consistent understanding with
different emphasis on the aspects of CPS and
their combination. As it is described in the pre-
vious section, covering these aspects would be
the main prerequisite for the inclusion of a pub-
lication presenting a risk assessment methodol-
ogy into the subsequent reviewing and quality
assessment process of the SLR.

CPS connect the physical world with the
digital by integrating the processes of both
[5, 6]. In this regard, they are based on mecha-
tronic systems, which combine mechanics,
electronics, and information technology. CPS
in turn are more complex mechatronic systems
with extended inherent aspects [7-9]. The em-
phasis on these aspects differs, as described by
Lass [4], depending on the publication and in-
dustry. The special properties which make up
Cyber-Physical Systems can be summarized
into four groups.

ASPECT GROUP 1

The first area is the integration of hetero-
genous hardware components and sophisticated
software. There is a consensus in professional
publications about sensors and actuators as
core components of a CPS [7, 9-12]. Sensors
allow the collection of data from the physical
world into the digital one with the goal of fur-
ther processing. Actuators allow the CPS to
implement digital decision making in the phys-
ical world and trigger processes. Several au-
thors emphasize the particularly high software
content as a characteristic of CPS [8, 10]. An-
other key characteristic of CPS that makes
them more complex than mechatronic systems

is that they can cooperate. A CPS may in this
way form more complex behavioral and struc-
tural operation modes and develop higher di-
mensional state spaces. Due to this fact, a soft-
ware part of CPS may be more prone to haz-
ardous data errors caused by edge case situa-
tions and unexpected inputs.

ASPECT GROUP 2

The second aspect group is the network
structure and data processing capability. These
aspects cause complex communication proto-
cols, data pipelines, the need for interoperabil-
ity and generally advanced structural and dy-
namic complexity. Connectedness is an essen-
tial property that defines CPS [5, 7, 9, 10, 13].
In this context, the systems can be networked
locally, but also globally through the Internet
[7, 13]. CPS can not only collect data internally
and process it independently, but also exchange
it among each other [5, 13, 14]. Networked
CPS can use globally available data and ser-
vices [7] and make data available globally [14].
Interconnected CPS are referred to in the litera-
ture as “Cyber-Physical Systems of Systems”
(CPSoS) or “Cyber-Physical Production Sys-
tems” (CPPS). The former term refers to rather
large, distributed systems of CPS [10], the lat-
ter refers to the coupling of individual CPS into
a consolidated plant [4], which then represents
an independent intelligent unit of an enterprise
[15]. The term CPPS is mainly focused on in-
dustrial production systems. Extensive com-
munication technologies on different system
levels are necessary for the data exchange of
the CPS [8, 13]. Standardization of the com-
munication of networked systems is a central
challenge for the future [4].

ASPECT GROUP 3

Several authors include human-machine in-
terfaces (HMI) among the essential characteris-
tics of a CPS [7, 11]. CPS with extensive HMI
result in human-in-the-loop systems, where
humans can be considered and modeled as part
of the CPS via its communication interfaces
[8]. Presence of a human requires taking into
consideration human interactions as well which
is a further open challenge. As the authors
shows in ([16], p. 19), “Current CPS have yet
to integrate the Human component in order to
achieve an Internet of All”.
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ASPECT GROUP 4

The third property area is the autonomy and
self-control of the CPS [5, 6, 14]. Self-control
is a combination of structural self-organization
of instrumentation and control technology [17],
for which autonomy is a prerequisite. Self-
control is expressed in the abilities of inde-
pendent local information processing, decision
making and execution [4, 17]. Information pro-
cessing and decision making are enabled by
sensory data collection and communication
with other CPS [4]. By means of actuators,
CPS can trigger actions autonomously [5, 9].
Several authors define “embedded” or integrat-
ed systems as a characteristic of CPS [6, 10,
18]. Embedded systems are computers that are
integrated into a functional context and are of-
ten specifically adapted to a particular applica-
tion. Thus, from a technical point of view,
these support the functional autonomy of the
CPS, although they could be assigned to As-
pect group 1 as well. The extent to which ma-
chine learning methods or other Al methods are
central parts of CPS can only be partially de-
termined based on these definitions. Even if
autonomy and self-control could be identified
as an important property area, its characteriza-
tion is not consistent. The self-control of CPS
can in principle be achieved by either classical
control mechanisms or artificial intelligence.
However, the extending software proportion,
data usage and autonomy indicate the upcom-
ing usage of learning and knowledge-based
systems.

The fact that CPS become autonomous and
networked (Aspects 2 and 4) indicate increas-

ing decentralization, which enables a particu-
larly high mutability and robustness of produc-
tion sys-tems [4]. Bolbot [10] even distin-
guishes between autonomous CPS and net-
worked CPSoS as indi-vidual types of CPS.
The extent of autonomy as well as decentraliza-
tion of CPS differ strongly and can be ex-
pressed in indices and measures [4]. Besides or
contrary to the decentralization into separate
autonomous CPS, Langmann et al. [19] point
out a second trend: the shift of centralized con-
trol to the cloud.

To strengthen our understanding of im-
portant CPS properties, we wanted to not only
consider definitions, but also the academic re-
search focus. To achieve that, a sample of 1666
papers about Industrial CPS was derived from
Scopus database [20] based on the following
search string:

( TITLE ( cyber AND physical AND system*
OR cyber-physical AND system* OR cyber-
physisch* AND system* OR cyber-physisch*
AND system* OR CPS) AND ( TITLE ( industr*
OR production* OR produktion* OR factory OR
factories OR manu-fact* OR fabrik OR fabrica-
tion OR mill* OR plant* ) OR KEY (industr* OR
production* OR produktion* OR factory OR fac-
to-ries OR manufact* OR fabrik OR fabrication
OR mill* OR plant* ) ) ) AND ( LIMIT-TO (
LANGUAGE,"English” ) OR LIMIT-TO ( LAN-
GUAGE,"German™) )

It is noticeable that the term “Cyber-
Physical System” is relatively new, with the
oldest identified paper being from 2007. In the
past few years, CPS enjoyed rapidly increasing
attention, as can be observed in Fig. 1.
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Using the bibliographic visualization tool
Vosviewer [21], we intended to illustrate the
most important aspects of CPS within these
papers. Therefore, we created a so called co-
occurrence-map shown in Fig. 2. It displays
terms with more than 10 occurrences within
title or keywords of the papers, with larger
points and labels indicating more occurrences.
The tool arranges those terms next to each oth-
er that occur together in the same papers fre-
quently. We manually adjusted the map by
summarizing very similar terms (marked
“sum.”) and by filtering for terms only which
are relevant for understanding CPS properties
in research focus. In the map, related terms are
clustered and colored similarly.

While the red cluster in the co-occurrence-
map includes terms from multiple fields, it con-
tains “embedded systems”, which is the most
frequently used property, showing its academic
relevance. A term from the red cluster yet to be
mentioned in our aspect groups is “real time
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In summary, the map supports the aspect
groups proposed before. At the same time the
visualization of the currently most frequent re-
search terms indicates in which direction the
most important aspects of CPS might further
develop. These directions could add to the cur-
rently defined aspect groups. From the size of
the clusters, compared with the current defini-
tion, it can be concluded, that particularly the
topics related to security, Al and HMI will be
of growing importance.

CONCLUSION

In this article we presented an overview of
the properties of Cyber-Physical Systems that
make the application of classical risk assess-
ment methods complicated. To tackle this
problem, we are planning to perform a system-
atic literature review. We therefore provided an
overview to the Research Questions for the re-
view that will be focused on applicability eval-
uation of the RAMs and their combinations to
modern Industrial CPS. In this paper, we par-
ticularly addressed our first research question:
From established definitions as well as utilizing
the bibliographic visualization tool Vosviewer,
we illustrated the most important aspects of
CPS within the publications.
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TO, Ha YTO HanpaBneH GOKYC Hay4YHbIX UCCNEAOBAHUN, CBA-
3aHHbIX C HUMU. Ucnonb3ya MHCTPYMeHT Bubnunorpaduye-
CKOM BM3yanusaumm Vosviewer, Mbl WANOCTPUPYEM
Hanbosiee BaKHble acMNeKTbl MHAYCTPUANbHbLIX Kubep-
bur3nYecKux cuctem.

Kniouesble cnosa: knbep-dpusnyeckasa cuctema; oueHKa puc-
Ka; MOAe/IN PUCKOB; cUCTemMaTUecKuii 063op anTepatypa;
MeTo/bl OCHOBaHHbIE MOAENAX; MHAYCTpUanbHble KOC.

06 aBTOpax:

®ABAPUCOB Tarup, acn. YHusepcuteta Wrytrapra, Wrytraprt,
FepmaHus.

3U3AENDb Teopr, acn. PeaepanbHOro MHCTUTYTa besonacHo-
CTU U MeauUMHbI TpyAa, [pe3aeH, FfepmanHus.

BOK CunbBuAa, a-p TexH. HayK, PeaepanbHblil MHCTUTYT bes-
0MacHoOCTU U MeauUMHbI TpyAa, Ope3aeH, FfepmanHus.

MOPO30B AHapeii, mn. npod., A-p TEXH. HAYK, YHUBEPCUTET
LWryTrapta, Wrytrapt, Fepmanua. Jun.-Prof. Dr.-Ing.
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